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PostGIS — Users and Permissions

In this blog we will explore creating Users and applying Permissions so that Users can access
and edit data within your PostGIS database in a more controlled environment.

Having worked closely with a number of our clients who have made the move to storing their
spatial data within a PostGIS Database, this blog aims to illustrate some of the best practice
that you should implement to ensure the integrity of your datasets. Many people simply load
their spatial data into the PUBLIC schema of the Postgres database, and allow access to all
tables via the default Postgres User which is created on first install. However, if you want
better governance over these sometimes-sensitive datasets, then you will need to implement
a more controlled policy to accessing and, in particular, editing those assets. This blog aims to
identify some of the key steps when starting to look at PostGIS database security, with an
emphasis on how this allows your users to access data via client applications, such as QGIS.

1 - Create Database and Schemas:

Before we look at creating Users and applying permissions for those Users, we should start
by ensuring that our spatial datasets are stored within separate Schemas in our Database.
This will then allow us to define access and edit rights to tables in our database via those
Schemas.

As the Super User for your PostGIS database, you have the rights to create Databases, create
Roles, Create Users and update the permissions for other Users. Here, as the Super User we
will create a new Database called ‘blog’ which will then have separate Schemas to store our
different spatial datasets.

We will be using the PGAdmin interface to make changes to our PostGIS database, although
the more adventurous can utilise the Psql command line.

Having logged into the PostGIS Instance as a Super User we can create a new Database by
right clicking on the PostGIS Instance and choosing Create > Database.
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Alternately, you can also use the following command within a query window.

DynamicMaps on post;

-1

1 CREATE DATABASE blog;

Data Output Explain  Messages Query History
CREATE DATABASE

Query returned successfully in 3 secs.

There will now be a new Database within your PostGIS Instance called blog.
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B &> Schemas

Before we go any further we need to ensure that the new blog database is a spatial database,
by running the command to create the PostGIS extension.

blog on postgres@PostgresQL 9.5

1 CREATE EXTENSION postgis;

Within this new database we will now create 2 new SCHEMAS to store our different spatial
datasets, one will store Environmental data and the other Points of Interest. Again, we could
use the menus within PGAdmin to create a new Schema.
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Or within the Query window simply type:

blog on postgres@PostgresSQL 9.5

2 CREATE SCHEMA environmental;

Note — when using PGAdmin query window the queries will be performed on the Database
Instance that is currently connected. So, ensure that you have connected to the new blog
database before you run the query, or this new Schema will be created in another database.

Let’s now create the second Schema.

blog on postgres@PostgreSQL 8.5

2 CREATE SCHEMA poi;

We now have 2 new Schemas within our blog database.

E* (@) Schemas (3)
" & environmental

B 4 poi
- % public

2 - Upload Data into Database:

Next, we will use QGIS to connect to our new blog database and upload a number of spatial
tables, so that we can then explore how to grant access to those tables for different Users.
We will undertake all data uploads as the Super User.

e
& www .cadiine.co.uk D 01784419922 % sales@cadline.co.uk cadllne



Blog

Reference: PostGIS Users and Permissions

By David Crowther
Page 4 of 20

¥ Create a New PostGl5 Connection X
Connection Information
Name |blog |
Service | |
Host |localhost |
Part  |5432 |
Database |blog |

Having created a new PostGIS Database connection in QGIS, we can then use the Database
Manager tool to upload a number of tables into the new blog database.

v B blog

> @ environmental
> @ poi
> @ public

Logging in with the Super User postgres account automatically enables me to create new
tables and also access/edit data from those tables for both of the 2 new Schemas.

Info Table Preview

environmental

Schema details

Owner: postgres

Privileges
User has privileges:

* create new objects
* access objects

| can also use the Import Layers tool to import a number of spatial tables e.g. sssi, aonb,
schools and hospitals, choosing to import into the required Schema as appropriate.
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& Import vector layer X
1 Input |D:fI'EI'VIP,|'bIogfaor1b.5h|:| v| I:l H

[] tmport only selected features Update options
Output table

Schema |env1'ronmen13l Vl
Table | aonb ~ |
Options

Primary key |id |

Geometry column |geom |

Source SRID | EPSG:27700 - OSGE 1936 / Britih National Grid |
TargetSRID  EPSG:27700 - OSGB 1936 / British National Grid |
[] Encoding UTF-8

Replace destination table (if exists)
Create single-part geometries instead of multi-part
Convert field names to lowercase

Create spatial index

Once the tables have been imported, check within your blog database and the tables will have
been added into the relevant Schema — poi or environmental.

£+ ¢ Schemas (3) B < Schemas (3)
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" (4 FTS Configurations " fy Domains
" [ FTS Dictionaries " r@ FT5 Configurations
__ Aa ETS Parsers " [, FTS Dictionaries
- Aa FTS Parsers
[ [E] FTS Templates
£ FTS Templates
- [ Foreign Tables
. o L | Foreign Tables
E}Functions B {{Z} Functions
[ iali i i
H‘ [ Materialized Views i [5) Materialized Views
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3 - Create Users/Roles:

To start testing how our Users will connect to, and access these new spatial datasets, we will
first create two new Users, one for the environmental Schema and one for the poi Schema.

A new User can be created by a Super User from the Login/Group Roles Level, choosing Create
> Login/Group Role.

— gy
& & Login/Grouo Roles (1)
2 Login/Group Role.
B B Tablezp Refrazh...
G- ([} PaztgreSQL 56
- = TryMapThat

Within the Create — Login/Group Role, specify a Name for the new Login and provide a
description within the Comments.

Create - Login/Group Role

General Definition Privileges Membership  Parameters  Security  SQL
Name environmental

Comments this is a user who can access the environmental schema within
the blog instance

1]
]

£

In the Definition tab you can specify the Password and an Account expiration date.

General  Definition Privileges Membership Parameters Security SQL

‘ Password
Account expires 2019-12-31 11:00:48 +00:00| =]
Connection limit S o) 8
< December 2019 >

Su Mo Tu We Th Fr Sa

1 2 3 4 5 6 7

15 16 17 18 19 20 21
22 23 24 25 26 27 28

v

&) save | % Cancel
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Within the Privileges tab you can specify whether the new User can login, create Roles and
Databases and whether they have the same privileges as a Super User. We will allow the User
to login only.

Create - Login/Group Role

General Definition Privileges Membership Parameters Security SQL
Can login? Yes
Superuser MNo

Create roles? Mo

Create databases? Mo
Update catalog?
Inherit rights from the parent roles? Yes

Can initiate streaming replication and backups?

A new User/Login has now been created within the PostGIS Instance.

New Users/Logins can also be created using the Query Window which can often be quicker.
The SQL used to create the above environmental user was shown in the SQL window.

General Definition Privileges Membership Parameters Security SQL

1 CREATE USER environmental WITH

2 LOGIM

2 NOSUPERUSER

4 NOCREATEDB

3 MNOCREATEROLE

6 INHERIT

MOREFLICATION

i CONMECTION LIMIT -1

] VALID UNTIL '2@19-12-31T11:10:08+00:00"
10 PASSWORD "xxxxxx';

11 COMMENT OM ROLE environmental IS 'this is a user who can access the environmental schema
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To simplify this SQL, we can simply create the User with a Name, specify a Password and the
Valid Until date for the new poi User.

blog on postgres@PostgresQL 9.5

1 CREATE USER poi WITH PASSWORD 'xyz' VALID UNTIL '2015-12-31";

There will now be 3 Users within the PostGIS Instance.

= £ Login/Group Reles (E)]

- A environmental

2, poi
& postgres

To test these new Users, we can use a new Database Connection via QGIS to the blog
database.

'G! Create a Mew PostGIS Connection >

Connection Information

Mame |b|og databaze|

|
Service | |
Host |Ioﬁlhost |
Port  |5432 |
Database |b|og |

Once the Connection is made, choose to login as the new environmental User.

(2} Enter Credentials >

Realm dbname="blog' host=localhost port=5432 sslmode =disable

Username |enuirunmen13l |

Password |n-| e |

fe_sendauth: no password supplied

e
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The connection will open and currently the environmental user will see that there are 3

Schemas within the blog database, however when they try to click on a Schema to view the
Tables the list will be empty.

v W PostGis
A -¢ blog database
» = environmental
> B po
> = public

4 - Update Users/Roles to Grant Access and Edit Rights:

4.1. GRANT CONNECT on DATABASE

Now that we have the new poi and environmental users we will need to Grant them access
to the blog database and then to relevant SCHEMA and Tables within those Schemas.

Firstly, we will Grant both Users access to the blog database.

blog on postgres@PostgresSQL 9.5

1 GRANT COMMECT OM DATABASE "blog" TO poi;
2 GRAMNT COMMECT OM DATABASE "blog" TO environmental;

Within QGIS if you try and log into the blog database as these Users, you will find that they
can still only see the default Public Schema and no other Schemas.

Connections

|b|og database - environmental user

I Connect I | New | | Edit | | Remave Load | | Save |
Table Comment Column Data Type Spatial Type SRID
Eraster_columr'ls extent Geometry & Select... Enter...
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4.2. GRANT USAGE ON SCHEMA

So, next you will need to Grant each User with Access to the relevant SCHEMAS — either poi
or environmental.

GRANT USAGE OM SCHEMA poi TO poi;
GRAMT USAGE OM SCHEMA environmental TO environmental;

Once granted if you check in QGIS via the Database Manager tool you will see that the poi

and environmental users still don’t have the correct privileges to view Tables within the
relevant Schema.

v & blog database - poi user
A @ environmental
if acnb
P sssi
> & poi

» € public
F-

environmental

Schema details

Owner: postgres

Privileges

& This user has no privileges to access this schemal

4.3. GRANT SELECT ON TABLE

In order to complete these privileges, you will need to Grant the Users with SELECT privileges
to at least one Table in their appropriate Schemas.
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14 GRANT SELECT OM environmental.aonb TO environmental;
15  GRANT SELECT OM poi.schools TO poi;

Data Output Explain  Messages Query History
GRANT

Query returned successfully in 127 msec.

Now within QGIS the environmental User can see the aonb Table and has the privileges to
SELECT against that Table, but they have no privileges yet to the sssi table.

v [=] blog database - environmental user
hd @ envirenmmental

2 aocnb

i? sssi
» @ poi

aonb

General info

Relation type: Table
Owner: postgres
Pages: i

Rows (estimation): 1

Rows (counted): 1
Privileges: select

& This user has read-only privileges.

555l

General info

Relation type: Table
Ownier: postgres
Pages: 49

Rows (estimation): 132
Privileges:

& This user has no privileges!
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This means when trying to Add a Layer in QGIS from PostGIS, the environmental User can
now add the aonb table but cannot add any other tables.

Connections

|b|og database - environmental user ~ |

I Connect I | New | | Edit | | Remave Load | | Save |
Schema Table Comment Column Data Type Spatial Type q
~ {environmental

envirocnmental acnb geom Geometry - MultiPolygon 2
> public

Complete the Grant on SELECT to each User to all the tables in their SCHEMA.

GRAMT SELECT ON environmental.sssi TO environmental;
GRANT SELECT OM poi.hospitals TO poi;

Users will now be able to ADD (Select from) all the tables in their relevant Schema and load

those into QGIS.

Connections
|blog - environmental user V‘
I Connect I | New | | Edit | | Remove Load
Schema Table Comment Column Data Type Spatial Type
geom Geometry 2 MultiPolygon 2
environmental sssi geom Geometry 29 MultiPelygon 2
> public
Browser o x
oYt e
@ GeoPackage -~
£ Spasalite
v @ possis

3 = blog - SuperUser
v = blog e

Layers
CARYE-FAO
=] B

=] Friy

[ (@ 05 ZoomStack GeoPackage
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4.4. GRANT UPDATE ON TABLES

While the 2 new Users can now load and select from Tables in the relevant Schema, they don’t
currently have Edit, Delete or Insert Privileges. For example, if we logged into PostGIS as the
POl user and viewed the attributes for the Schools Table, we can’t edit the attributes or toggle
the Layer into Edit mode. The Users Role is currently Read Only for these Tables.

Browser 5 x
neYte
@ GeoPackage Al ‘.
v ; oy * ﬁ Q@ schoots = Festures Totak 67, Fiktered: 67, Seected: 0 - o x
75 Mes - allow B s & LYXT RS 2Eae
¥ =€ blog detabace - ewironmentel vest Toggle editing mode (Ctri+ E) Jid class postcode name street town county lea_name phone 2
v w"::‘ml 8 9550 education MEISEQQ  SenacreWood.. GaveneyRoad Maidstone  Kent Kent o627 g
- | 9544, education CTISTH Selsted CofE Pr... Stockham Lane  Selsted Kent Kent 010384286 o
Layers ] 3% 9542 education T™seY Selindge Prima.. MsinRoad  Sellindge Kent Kent 038N
CRTYS B0 35 9508 education s Seabrook Coff . Sesbrock Road  Hythe Kent Kent 030323829 g
O mm R R o T e e PO e
om n 285 education MEVT3GF Kingswood Pri.. CayserDrive  Kingswood Kent Kent 0162842674
S E 08 Zoseninck SacPocioge 2 6269 education CcT1as00 Kingsdown and... Glen Road Kingsdown  Kent Kent oBITRE
] 6208 education MES TNX Kingfisher Com... Kingfisher Drive ~ Walderslade  Kent Medway Towns 01634865758 p1
0 6117 education 434G Kenmington Co... UpperVicarage . Kennington  Kent Kent ouned  p
£ 2793 education caa Chikton Primary... ChitonLane  Ramsgate Kent Kent 018435975 o
z 2766 education cT2036p Cheston Prima... ChurchRosd  Folkestone Kent Kent 002 pe
z 2700 education cneax Chatton CofE .. Batonfosd  Dover Kent Kent 0308200275 g
% 2686 education ™TON Charing CofE P... SchoolRosd  Charing Kent Kent N2 W
" » 2711 education craaN Chatham Prim... Shaimsford Street. Chartham Kent Kent 0TTRS
15 u 264 education ™S 8 Challock Prima... Churchlane  Challock Kent Kent oM b
L 2 1 2 415 education CT9sON ParkFarm Prim... Park Fam Road  Folkestone  Kent Kent A2 pry
< >
® T Sow AllFestires, E’]
* )
L 2 \ o

To allow our POI User to edit the Schools Table we will run the Grant on UPDATE command
for the Schools Table.

GRAWT UPDATE ON poi.schools TO poi;

Now within QGIS if we re-connect to the Schools Table, we can toggle the Edit Mode to on
and edit the Attributes of a record e.g. change a School Name.

id feature_id class postcode narmme
1 TMZ3 40R Updated Ashford Oaks Community Primary School
2 2 10176 education CT21 5QE 5t Augustine's Cathelic Primary School 5
3 3 10602 education CT94BU 5t Gregory's Cathelic Primary School I
4 4 10246 education MES 8PU St Benedict's Roman Catholic Primary School L

e
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Pressing Save, will then commit those edits back to the PostGIS database and update the
Schools Table in the POI Schema.

Data Output Explain  Messages Query History

id geom feature_id class postcode narme E

4 [PK]integer geometry bigint character varying (254) character varying (254) character vary 4] q
- 1/ 010100002... 1100 education TN23 40R Updated Ashford Oaks Com... (|
2 2| 010100002... 10176 | education CT21 5QE 5t Augustine's Cathaolic Prim... | §

) 3| 010100002... 10602 | education CTS 4BU 5t Gregory's Catholic Prima.. | N

4 4 010100002... 10246 | education MES 8PU 5t Benedict's Roman Cathali.. | L

5 5 010100002... 10396 | education CTS BEE 5t Crizpin's Community Pri.. | §

Running the GRANT UPDATE On to both Users to each of their Tables will allow them to make
attribute Edits as required.

GRAMT UPDATE OM poi.hospitals TO poi;
GRAMT UPDATE OM environmental.aonb TO environmental;
GRAWT UFDATE OM environmental.sssi TO environmental;

Using the GRANT UPDATE privilege, a User can also edit the existing geometry of their spatial
datasets e.g. move points and reshape polylines and polygons.

Browses g %
ogr®e
> @ GeoPackage -
# Spatislite
v W PostGls
» = blog - Superlser
¥ = blog dstabase - environmental user

~ B environmental
2 aonb
T sgm

Lmrs.- 8 x
o @ wTE~-F AL

2 Bl sssi
> B4 (F 05 ZoomStack GeoPackage
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4.5. GRANT ACCESS to Multiple SCHEMAS

You may wish the POI User to now Access Tables from the Environmental Schema but not edit
them. To do this, simply GRANT USAGE and then GRANT SELECT on the Tables that you wish
to Share across Users.

GRAMT USAGE OM SCHEMA environmental TO poi;
GRAMT SELECT OM environmental.sssi TO poi;

If we now re-connect via QGIS as the POI User, we can now access and open the sssi Table.

Connections

|blog database - poi user V|

| Connect I | Mew | | Edit | | Remove Load | | Save |
Schema Table Comment Column Data Type Spatial Type

~ {environmental

environmental sssi geom Geometry 5 MultiPolygen 2

> poi

> public

The POI User will only have Read Only Privileges though:

= |

General info

Relation type: Table
Cwner: postgres
Pages: 49
Rows (estimation): 182
Privileges: select

.& This user has read-only privileges,

4.6. GRANT INSERT Privileges

Now that we can edit attributes you may wish a User to be able to Insert records into an
existing Table. To do this we can run the GRANT INSERT On command.

"/
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GRANT INSERT OM poi.schools TO poi;

If we now re-connect via QGIS as the POl User, we can now Insert (Add) a new record into
the Schools Table and save that insertion into the PostGIS database.

Sl'@mess
Minster
Lieenboro’ == - —
CAUBER-Za <58 6 o
/ schools - Feature Attributes
Illr Actions
IS Herne Bay
id |nextva|(‘sd'100ls_id_seq'::regdass} €« | v o
feature_id [NULL | Je _f_"“/ T
dass |eduatior1 L | /F_
g ne P .__/ A
postcode |.-\«u.-. | ’
name |She|:»|:»e5-I School & | ¥ _/
street | ML | [ /
town [z |
~— county |Kent L] |
4 e ®
ok || canl | . Cantefbury
T —T rr —— —

However, the INSERT may fail, because the new record is using a SEQUENCE on the ID field
(Primary Key) to insert the next unique ID.

() Commit Errors s

Could not commit changes to layer schools
Errars: ERROR: 1 feature(s) not added.

Provider errors:

Y0stGIS error while adding features: ERROR.: permission denied for sequence schools id_sec

We haven’t yet Granted any Privileges to the POI User to be able to Access any SEQUENCES.

e
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EF & Schemas (4)
" 4 environmental
=+ 4% poi

e E,L Collations

i

£

i[5 FTS Cenfigurations
B [lfy FTS Dictionaries
[ Aa FTS Parsers

B [E] FTS Templates

- [F Foreign Tables

- {{Z}Functions

- [§) Materialized Views
= 1.3 Sequences (2)

To resolve this, we can GRANT Usage and Select on all the Sequences in the POl Schema to
the POI User.

GRANT USAGE, SELECT OM ALL SEQUENCES IM SCHEMA poi TO poi;

Now if we Insert (Add) the new School again via QGIS, the record is Saved, and the new record
inserted into the Schools Table within your PostGIS database.

blog on postgres@PostgreSQL 8.5

1 select *# from poi.schools
2 where id = 58

Data Qutput Explain  Messages Query History

id geom feature_id class postcode name
4 integer geometry bigint character varying (254) character varying (254) character varying (254)
1 68 010100002... [null]  education [rull] Sheppey School

Complete the steps by allowing the Environmental User to Access all Sequences in their
Schema.
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GRANT USAGE, SELECT ON ALL SEQUEMCES IM SCHEMA environmental TO environmental;

And then Grant the INSERT ON to all the other spatial tables as required.

GRANT IMSERT OM poi.hospitals TO poi;
GRAMT IWSERT OM environmental.sssi TO environmental;
GRANT IMSERT OM environmental.aonb TO environmental;

4.7. GRANT DELETE Privileges

The final privilege that we will activate is the option for a User to Delete records from their
spatial tables. Currently because we have only granted — SELECT, UPDATE and INSERT, the
Users cannot Delete features — and in QGIS the option will be greyed out.

Whitstable
. . R == IR //”
pogme  J /B Clx-BD<DE
() ,///
Faversham = —
//
b M /

To enable this option, we will simply run the GRANT DELETE On statement:

GRANT DELETE OM poi.schools TO poi;

GRAWT DELETE OM poi.hospitals TO poi;

GRAMT DELETE OM environmental.sssi TO environmental;
GRAWT DELETE OM environmental.aonb TO environmental;

e
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Checking the connection properties in the Database Manager in QGIS, now shows that the
Environmental User has all 4 Privileges that they need — including DELETE.

General info

Relation type: Table

Owner: postares

Pages: 49

Rows (estimation): 1582

Privileges: select, insert, update, delete

Now if we re-connect via QGIS, the Users have the privileges to DELETE records from their
spatial tables as required.

A/ BR%-ZdE =B H o
L

o
Faversham

A /BR%-ZT=<p B 6o

# Herne §

Whitstable = //"
o 4

-4

e 4
Fav.ersham r / r‘
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Having done quite a bit of googling to find these options, there is definitely more that can be
done to configure your access rights to Tables in your PostGIS database. So, keep an eye out
for Part 2 where we will likely explore:

e Revoking Privileges
e Options for Remote Access to your PostGIS Instance
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