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How to Create a Rule to Block a Usergroup From
Receiving

There are times when a company requests us to block certain users from receiving or sending emails to
external addresses, for various reasons. One of the ways to accomplish this, especially for our managed
services, is by using transport rules.

How to create a rule to block a user/group from receiving mails coming from outside the company:
1. Launch Exchange Management Console.

2. Go to Organization Configuration -> Hub Transport. Click the Transport Rules tab.

3. Click the New Transport Rule on the Actions pane to create a new rule.
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4. Provide a descriptive name, and optionally, provide a comment about this rule. Rule creation will not
proceed without a rule name. Click “Next”.
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« New Transport Rule

O Introduction Introduction

This wizard helps you create a new transport rule. Transport Rules check each message for
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5. On the Conditions page, on Step 1, click the following conditions:
1. “sent to people”, OR using if groups, “sent to users that are inside or outside the
organization”; and
2. Ifusing groups, click “when any of the recipients in the To or Cc fields is a member of
distribution list”.For individuals:

b
. www.cadline.co.uk D 01784 419 922 # sales@cadline.co.uk ca d ll n e



Y Inroduction
3 Conditions

[ Actions

[ Exceptions
[J Create Rule
4 Complstion

Help I

For groups:

Y Intraduction
[ Conditions

[ Actions

L Exceptions
[0 Create Rule
[ Completion

Help

New Transport Rule

¢~ White Paper

Reference: wp-cad-00209 July 2014
Guide by Cadline

Page 3 of 6

New Transport Rule

Conditions
Step 1: Sedect condibion(s):

[ from people
[ from a member of distribution kst

from usess

that are mside o

[A sentto people

[ sentto a member of distribution list

[ sentto users that are inside or outside the organization, or partners
[ between members of distribution kst and distribution fist

[ when the manager of any sender is peopie

[ when the sendes is the manager of a recipient

[ if the sender and recipient's AD Attribute are E valuation

Step 2 Edit the rue description by clicking an underlined value:
Apply rile to messages
sent to NENRCimistec. com'
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Conditions

Step 1: Sedect condition(s):

[ when ary of the recipients in the *To" field is a member of distribution list
[ when ary of the recipients in the Cc field is people

[ when arw of the recipients in the Cc field is 2 member of distribution list
[ when arw of the recipients in the To or Cc fields is people

|

v of the recipients in the To or

nen ar
[0 marked with classification
[ when the Subject field contains specific words
[ when the Subject field or message body contains specific words
[ when the message header contains specific words
[ when the From address contans specific words

Step 2: Ed# the e descripbion by clicking an underlined value:
Apply rule to messages

sent to users that are Inside the organization’

la\d when any of the recipients in the To or Cc fields s @ member of distribution -
list Z
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6. Still on the Conditions page, on Step 2, click “people” or “distribution list”. A “Specify senders” (for
individuals) or “Specify recipient distribution group” (for groups) window will open.

Specify recipient distribution group
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7. On this window, click “Add”, and choose the email address or distribution group to whom this rule
shall be applied to. Click “OK” to close this window. Click “Next”.
8. On the Actions page, on Step 1, select either one or both of the following options:
1. Send rejection message to sender with enhanced status code; and
2. Delete the message without notifying anyone.
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. 3 - New Transport Rule

) Introduction Actions

Step 1: Select actions:

1 Conditions
: [ remove header -l
03 Actions [ 2dd a recipient in the To field addresses
[ Exceptions [ copy the message to addresses
Blind carbon cc] the message to addresses
L Create Rule K copy (Boc) s

[ add the sender's manager as a specific recipient type

[ Completion [ forveard the message to addresses for moderation

[ forvsard the message to the sender’s manages for moderation
[ redirect the message to addresses

-hon message to sender with enhanced status code

4] Delete the message without notifyng anyone -

Step 2- Edit the rule descripbon by clicking an undeslined value:
Apply rule to messages
sent to users that are Inside the ciganization’

and when any of the recipients in the To or Cc helds is a member of
S S mistec com'

send rejection message to sender with enhanced status code
and Delste the message without notfying anyone

| Rights Management Service (RMS) is a premium featurs that requires an Exchange
Enterprise Client Access License [CAL) for each user mailbox,

Help I < Back ” Next > I Cancel I

9. If using the 1st option, on Step 2, click the “rejection message”. Enter a bounce message for the
user. Then click “OK”.

10. Still on Step 2, click the “enhanced status code”, and enter “5.7.1”. Then click “OK”.

11. Click “Next” to proceed to the Exceptions page. Click “Next” again.

12. On the Create Rule page, click the “New” button to create this rule.
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g l. New Transport Rule

xS
I Introduction c“”?’ Rule _— ‘ .
The vazard will use the configuration below. Click New to continue.
I3 Conditions
B Actions Configuration Summary:
B Evcecions /i< block incoming outside emails 2 |
[ Create Rue té::;e 'rl:tlgcf incoming outside emails’
3 Prionty: 0’
- Completion Enabled: $true

SentToScope: InOrganzation'
Any0fToCcHeaderMemberOf: g @mistec.com’
RejectMessageReasonT ext: 'reject’

RejectMessageE nhancedStatusCode: '5,7.1"
DeleteMessage: $tue
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