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Autodesk Network License Manager —
Configuring the Windows Firewall

If the Windows Firewall is enabled, then the ports 2080 and 27000-27009 will need to be added to the
inbound rules.

- From Windows Control Panel, open the Windows Firewall Applet

[ » Control Panel » Al Control Panel ltems + v @] [ Search Control Panel 2]

Adjust your computer's settings
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Figure 1: Control Panel

- Select Advanced settings

© = 1 [ « AllControl Panel ltems » Windows Firewall v & | [ search Control Panel 2]
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Control Panel Home Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC
through the Internet or 2 network.

l @ Domain networks
. @ Private networks

. @ Guest or public networks

Allow an app or feature
through Windows Firewall

# Change notification settings Not connected @‘

& Tumn Windows Firewall on or
Not connected @‘

# Restore defaults

% Advanced settings

Troubleshoot my network

Connected @

Metworks in public places such as airports or coffee shops

Windows Firewall state: On

Incoming connections: Block all connections to apps that are not on
the list of allowed apps
Active public networks: None

Do not notify me when Windows Firewall
blocks a new app

See also
Notification state:
Action Center

Network and Sharing Center

Figure 2: Windows firewall
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Select Inbound Rules, New Rule
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Figure3: Advanced settings

From the Rule Type, select Port

Rule that controls connections for a TCP or UDP port.

Rule Type

Select the type of firewall rule to create.

Steps:

@ Rule Type ‘What type of rule would you like to create?

@ Protocol and Ports

@ Action ) Program

@ Profile Rule that controls connections for a program.
@ Name ® Port

) Predefined:

Active Directory Domain Services

Rule that controls connections for a Windows experience.

) Custom
Custom rule.
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Figure 4: Rule type

- From Protocol and Ports
o Select TCP
o Enter 2080, 27000-27009 in the Specific local ports field
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Protocol and Ports
Speciy the protocols and ports to which this nule applies

Steps:

@ Rule Type Does this rule apply to TCP or UDP?

@ Protocol and Potts

@ Action C UDP

@ Profile

@ Meme Does this rule apply to all local ports or specific local ports?

local pods.
® Specific local ports: (2080, 27000-27003
Example: 80. 443. 5000-5010

Figure 5: Protocol and Ports

- From Action, select Allow the connection

Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
@ Rule Type What action should be taken when a connection maiches the specfied conditions?
@ Protocol and Ports
, ® Allow the connection

@ Action This includes connections that are protected with |Psec as well as those are not.
@ Profile

N ) Allow the connection if it is secure
@ Hame This includes only connections that have been authenticated by using IPsec. Connections

will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.
Customize

(' Block the connection

Figure 6: Action

=
‘ www.cadline.co.uk D 01784 419 922 # sales@cadline.co.uk ca d ll n e



¢~ White Paper

Reference: [Leave Blank] Sep 2016
Guide by Mark Lavers

Page 4 of 5

- From Profile, select all

Profile
Specify the profiles for which this rule applies.

Steps:
@ Rule Type When does this rule apply?
@ Protocol and Ports
@ Action [vi Domain
@ Profile Applies whén a is dtoits domain.
@ Name [ Private
Applies whén a computer is connected to a private network location, such as a home
or work plafe.
[v] Public
Applies whén a computer is connected to a public network location.

Figure 7: Profile

- Provide a name for the rule, e.g. Autodesk Network License Manager

Name

Specify the name and description of this rule.

Sieps:
@ Rule Type
@ Protocol and Ports
@ Action
@ Proflle e
[Autodesk Network License Managed
@ Name
Description {optional):

Figure 8: Name
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- The new rule is now created
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Figure 9: New rule
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